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1T SAML Service Workflow

1.1

1.2

1.3

1.4

Step 1: GEANT Level

The GEANT SAML admin configures the full list of allowed IDPs (identity providers) via a
single URL that contains multiple IDPs.

Step 2: NREN Level

After the GEANT SAML admin downloads the IDPs, each NREN SAML administrator must
configure their own Registration Authority to specify which of the IDPS their Participants
(below them) may use.

Step 3: Participant Level

Once the NREN SAML admin configures the Registration Authority, each Participant can
then create an IDP Attribute Mapping between the DigiCert Validated Organization and the
organization identifier sent in the SAML assertion.

Step 4: New Login URL
Along with the new SAML process changes, we have changed the login URL to

https://www.digicert.com/sso
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2 SAML Role and Account Access

The SAML admin role is available at the GEANT, NREN, and Participant levels. However, what
the SAML admin can do at each level is different.

2.1 SAML Admin Role
The primary function of the SAML Admin role is to allow an administrator to manage their
SAML settings for their account. A SAML administrator’s tasks may include configuring
allowed IDPs, configuring their Registration Authority, creating an attribute mapping, etc. To
access the SAML settings (IDP Manager, IDP Mapping, Attribute Mapping, and SAML
Organization Mapping), you must be assigned the SAML Admin role or have the SAML
Admin role as one of your roles (e.g., SAML Admin or Administrator + SAML Admin).

2.1.1 GEANT Level SAML Admin Role
This SAML Admin can access the IPD Manager, which they use to configure the allowed
IDPs for the entire GEANT system.

This admin can also access Attribute Mapping, which they uses to configure the default
attribute mappings for the entire GEANT system.

2.1.2 NREN Level SAML Admin Role

This SAML Admin can access IDP Mapping, which they can use to configure their
Registration Authority for their NREN. They can enable any IDPs from the GEANT level list
of allowed IDPs.

This SAML Admin can also access Attribute Mapping, which they can use to override any
of the default attribute mappings set up by the GEANT SAML admin.

2.1.3 Participant Level SAML Admin Role
This SAML Admin can access SAML Organization Mapping, which they can use to map a
validated organization from the DigiCert system to an organization that is specified in the
SAML assertion (schacHomeOrganization).

2.2 Managing SAML Admins
2.2.1 How to Create a SAML Admin Account/Add the SAML Admin Role

Use this instruction to create new user accounts yourself. After creating the account, the
user is sent an email with a link to set a password and to log into their account.

1. Inyour account, in the sidebar menu, click Account > Users.

oil DASHBOARD

Users

U CERTIFICATES

® ACCOUNT

Users Division Search

Divisions

-

Usemame

Account Access Name
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2. Onthe Users page, click Add User.

3. Onthe Add User page, in the User Details section, provide the following details for the
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user:

First Name: Type the user’s first name.

Last Name: Type the user’s last name.

Email: Type an email address at which the user can be contacted.
The user will be sent an email with instructions for creating a
password to log into their account.

Phone: Type a phone number at which the user can be reached.

A phone number is only required if the user will be an EV
Verified User, an EV CS Verified User, and/or a CS Verified
User.

Job Title: Type the user's job title.

A job title is only required if the user will be an EV Verified
User, an EV CS Verified User, and/or a CS Verified User.
Add User

User Details

First Name

Luke

Last Name

Warmly

Email

warmly@digicert.com
Phone

555-555-5555

Job Title

Tepster

In the User Access section, provide the following access information for the user.




Username:

Division:

Role(s)

The username will auto-populate.

Although you can create a unique username for each user, we
recommend using their email address (e.g., john
@example.com).

In the drop-down list, select the Division or Subdivision to
which you want to assign the user.

Select a role(s) for the new user:
SAML Admin or Administrator + SAML Admin.

Note: To access the SAML settings in your account, the user
must be assigned the SAML Admin role.

User Access

Username

warmly@digicert.com
Division
Charles

Role(s)

Administrator

% SAML Admin

This user will receive an email with instructions for setting his or her password

5. When you are finished, click Add User.

1.

The newly added user will be sent an email that contains a link, which lets them create
a password to log into their account.

2.2.2 How to Create Your New SAML Admin (Invitee) Account
Use this instruction to send an email inviting a new user to set up their SAML Admin
account themselves. Once the account is set up, you will need to go to the User
Invitations page (Account > User Invitations) and approve/activate the new user account
request.

In your account, in the sidebar menu, click Account > User Invitations.

2. Onthe User Inviations page, click Invite New User.

3.
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In the Invite New Users window, do the following:




Email Addresses In the box, type the email addresses (comma separated)
of the new users who you want to invite to join your
account.

Send custom message 1. Check the box.

2. Inthe field that appears, type the message that you
want to include in the new account invitee email.

4. When you are finished, click Send Invitations.

You should receive the “Invitations successfully sent” message.

2.2.3 How to Create Your New SAML Admin User (Invitee) Account
1. Inyour email account inbox, locate the Please create your user login for DigiCert
CertCentral email, and click the link provided for creating your account user profile.

2. Onthe Create CertCentral User page, under Personal Information, provide the
following information:

* Email Address
* First Name

* Last Name

* Phone Number
* Job Title

3. Under Account information, do the following:
Username Create a username per your company'’s policy

(for example they may want you to use your
email address as your username).

Password/Confirm Create and confirm the password you want to
Password use to log into your account.

Security Select a security question and then answer it.
Question/Security

Answer

4. When you are finished, click Enroll.

* You should receive a Your request has been received email, which let you
know that your account request has been sent to the account administrator for
approval
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* You cannot log into your account until your account request has been
approved by your administrator, and you are notified via email (User account
for “User Name” has been approved) that your request has been approved.

2.2.4 How to Approve/Activate an Invitee's SAML Admin Account

1.
2.

6.

In your account, in the sidebar menu, click Account > User Invitations.

On the User Invitations page, user the filters and column headers to locate the new
user account you want to approve/activate.

To the right of the user account to want to activate, click the Details link.
On the User Invitation to “Username” page, click Approve.

In the Approve User Invitation window, provide the following information:

Division In the drop-down list, select the division or
subdivision to which you want to assign the
user.

Role(s) Select a role(s) for the new user:

SAML Admin or Administrator + SAML
Admin.

Note: To access the SAML settings in your
account, the user must be assigned the
SAML Admin role.

Approval Enter a message to be included in the approval
Message to email.
Invitee

When you are finished, click Approve.

The new user is added to your account (Account > Users). The new user is sent an
email (User account for “User Name” has been approved) with a link which takes
them to the account login page.

2.2.5 How to Edit an Existing Account to Add the SAML Admin
Role/Change the Account to a SAML Admin Account

If you are an administrator and need the SAML Admin role added to your account or need
your account changed to a SAML Admin account, you must get another administrator to

edit your account and make those changes. You cannot change or add roles to your own

account.

1.
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In your account, in the sidebar menu, click Account > Users.




DASHBOARD

Users

CERTIFICATES

ACCOUNT

Ueers

Divisions

Account Access Name «

Audit Logs

| Two-Factor Authentication |

Search

Usemame

two.factor.authentication@digicert.com

2. Onthe Users page, locate the user account whose role you want to modify and click

the “User’'s Name” link.

3. Onthe “User's Name” page, in the User Access section, under Role(s), do one of the

following:

Add the SAML Admin role to the account (e.g.,
Administrator + SAML Admin):

Change the account to a SAML Admin account
(e.g., change from Administrator to SAML
Admin):

Check SAML Admin.

Uncheck the current role and
then check SAML Admin.

User Access

Username

2 factor.authentications@digicert.com

Division

Charles Test Nren Division

Role(s)

® Administrator

& SAML Admin

4. When you are finished, click Update User.
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3 Managing SAML Settings
3.1 IPD Manager

This function is used to configure the IDP URL that contains all the allowed IDPs for the
whole GEANT system. The XML file containing the IDPs at this URL will be downloaded
once a day; any new IDPs will be added automatically while any old IDPs will be removed.
The process is done in the background; it may take a few minutes to pull down the new
XML file and process it.

3.1.1 How to Configure the IDP Manager (GEANT SAML Admin)

1. Inyour account, in the sidebar menu, click SAML > IDP Manager.

QO CERTCENTRAL

Submit IDP Collection URL

CertCentral IDPs

I D P S http://www_estshib.org/metadata/testship-providers xml
) ORDERS REPORT

Verification certificate:

ACCOUNT +AddiDP | @AddeditiopuR. [ BEGIN NEW CERTIFICATE REQUEST-----
MIICaDCCAVACAQAWIZELMAKGALUEBhMCVVMXFDASBENVBANTC2VAYH1bGUUY29t
MIIBI{ANBgkahkiGOwBAQEFAAOCAQBAMT IBCEKCAQEAUCYKAGOTMEItDZ SaAqYL
IbP DdgBBcZDg4Gz65bsGhbhWGIC80KZiWOu016]LU+2z+g8yfPRXF/0Ymqd+CPLeveTG
YIufqGYulPgiVOK110udx+xoyBXghtATeuXfAX2izL 1Tsi4bdS9+2He/KrhcAQsd
25W9sRfuxr413h1XIMO0LmBSNEL 7UHY rkUVCCZScsOFF /VOyQinbM3VPDEIOONY
0gnpLil181VpaYC8ILyVE+Cplz/YuBpdA21YROC/XTKHTBRYB5Q480G2ZGPWFQdS
YSHFLtkbHImdDURK-+nB2narSHyMSEhy ThPhms ovkVoHt SUbgOTQNMIhSZY FQdUCB
PerPage: 79 ~ 4QTDAQABOAADQYIKoZThy cNAQEFBQADZZEBAAZZX cCRSXLF84KUTCBDFS Ighy
+nD72PKZmxdyNYWzVCdYUIw7Y317 IuhE s/ 1855 TurAICES iToX7Knek fDDU7g+
LTT742F /dtysyLYLHgNtT1XHSFXEZxhoE 2tP9874L 8pHPI57CUrPHag2Eor 3viin
Cty2IUMB57NGKCCns6n/0fx710X4HV1L+Int IPKmFNX25y1151zkS8QyXxui8Xm
SETTINGS aRw+8173a0DMvIUz9/TFZLxxIMgXabBCnIViDPRuI103b0Cd88cnIIs40VIjluce
Lc/upkwDU48pOADFyBABoHe 311Ba7 1k SnHyxYX1YgBYys2LrPtny8nPISc=
rrrrr END NEW CERTIFICATE REQUEST-----

IDP Manager

Attribute Mapping

o Il

2. Onthe IDPs page, click Add/Edit IPD URL.

3. In the Submit IDP Collection URL window, enter the following information:

XML Collection URL: Enter the IDP URL that contains all the IDPs metadata.

Verification Enter the certificate that was used to sign the IDP xml file.
certificate:

4. When you are finished, click Submit.

3.2 Attribute Mapping

At the GEANT level, this can be used to set up the default attribute mappings for the entire
GEANT System. At the NREN level, this can be used to change/overwrite the default
attribute mappings if needed.

3.2.1 How to Set Up Attribute Mapping (GEANT or NREN SAML Admin)
1. Inyour account, in the sidebar menu, click SAML > Attribute Mapping.
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IDP Mapping

Attribute Mapping

2. On the Attribute Mapping page, under Entitlements, enter the following information
for Ordering certificates:

Note: You can enter multiple values. Make sure that each value is on its own line,
where each line represents the preferred order.

Attribute name: Enter the attribute name(s).
Attribute Enter the attribute value(s) you want to associate with the
value(s): attribute name.

Overwrite default Check this box to overwrite the default values.
values

Attribute Mapping

Entitlements

Every entitlement below can have multiple attribute values separated by a new line. Each line represents the preferred order.
Ordering certificates | ¢ Overwrite default va|ue:|

Attribute name: urn:oid:1.3.6.1.4.1.5923.1.1.1.1

Attribute value(s):

3. Under IDP Attribute Map, enter the following information for the attributes to which
you want to map:

Note: You can enter multiple values. Make sure that each value is on its own line,
where each line represents the preferred order.

Common Name:  Enter the value for the common name or name to be displayed

Email Address: Enter the value for the email address.
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Organization: Enter the value for the organization (e.g.,
schacHomeOrganization).

Person ID: Enter the value for the person’s personal ID.
Username: Enter the value for the person’s username.

Overwrite default Check this box to overwrite the default values.

values
IDP Attribute Map
Every attribute map below can have multiple attribute names separated by a new line. Each line represents the preferred order.
¢ Overwrite default values

Common Name: urn:0id:2.5.4.3

common-name
Email Address: urn:0id:1.3.6.1.4.1.5923.1.1.1.6
Organization: um0id'1.36.1.41,6923.1,1.1.1
Person ID: urn:0id:2.5.4.42
Username:

4. When you are finished, click Save Changes.

3.3 IDP Mapping

This is used to configure the Registration Authority for the NREN. The Registration
Authority is where the NREN SAML admin enables which IDPs (from the list of GEANT
allowed IDPs) they want to use for them and their Participants.

3.3.1 How to Configure IDP Mapping (NREN SAML Admin)
1. Inyour account, in the sidebar menu, click SAML > IPD Mapping.
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CertCentral IDP Mapping

IDP Mapping

il DASHBOARD

U CERTIFICATES

0 (LT Fill out the form below

= SAML Registration Authority: m

IDP Mapping

Attribute Mapping

2. Onthe IDP Mapping page, in the Registration Authority box, enter the straight string
match from the value entered in the Ul form and the registrationAuthority in IPD
metadata.

3. When you are finished, click Save Changes.

3.4 Organization Mapping
This is used to map a Validated Organization in the DigiCert system to an organization
specified in the SAML assertion (e.g., schacHomeOrganization). When the Participant SAML
Admin adds a mapping, they can select their IDP, their DigiCert Organization, and enter in
their schacHomeOrganization value.

3.4.1 How to Add an Organization Mapping (Participant SAML Admin)

1. Inyour account, in the sidebar menu, click SAML.

) CERTCENTRAL

Add organization

DASHBOARD CertCentral / Organization Ma

Select an Identity Provider below. This allows you to map an organization from your

O rg O n | ZOt I ( IDP to a verified organization inside your DigiCert account.

Identity Provider:

= New Mapping Organization:

Attribute Value:

CERTIFICATES

ACCOUNT

2. On the Organization Mapping page, click + New Mapping.

3. Inthe Add organization window, enter the following information to map an
organization from your IDP to a Validated organization in your DigiCert account:

Identity Provider: In the drop-down list, select an IDP.

Organization: In the drop-down list, select a DigiCert validated organization.
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Attribute Value: Enter the organization attribute value (e.g.,
schacHomeOrganization).

4. When you are finished, click Add Organization.
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About DigiCert

DigiCert is a premier provider of security solutions and certificate management tools. We have
earned our reputation as the security industry leader by building innovative solutions for SSL
Certificate management and emerging markets.

DIGICERT

2600 WEST EXECUTIVE PKWY STE. 500
LEHI, UTAH 84043

PHONE: 801.701.9690

EMAIL: SALES@DIGICERT.COM

O d i | ce r.tG> © 2015 DigiCert, Inc. All rights reserved. DigiCert is a registered trademark of DigiCert, Inc. in the USA and elsewhere.
g All other trademarks and registered trademarks are the property of their respective owners
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